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New Forest PCN Staff and Candidate Privacy Notice

Privacy Notice for Employees, Workers, Contractors and Job Applicants

Introduction

New Forest Primary Care Network (New Forest PCN) is committed to protecting the privacy
and security of your personal information.

This privacy notice explains how New Forest PCN collects, uses, stores, and protects
personalinformation relating to:

e Job applicants

e Employees

e Workers and temporary staff
e Contractors

e Trainees and students

e Former employees

This notice explains your rights under UK data protection legislation, including the UK
General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

Who We Are

New Forest PCN is the data controller for the personalinformation we process about staff
and candidates.

Contact Details

New Forest Primary Care Network (PCN)
For queries relating to this privacy notice or your personal data, please contact your
employing practice or the PCN management team.

You may also contact the PCN Data Protection Officer (DPO) via your employing practice.
The Information We Collect
We may collect, store, and process the following categories of personal information.

Recruitment and Candidate Information

e Name, address, telephone number, and email address
e Curriculum vitae (CV) and application forms
e Employment history and qualifications
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e References and interview notes
e Right to work documentation
o Professional registration details
e Disclosure and Barring Service (DBS) information where applicable

e Equality and diversity monitoring information

Employment Information

e Contractual details

e Payroll and pension information

o National Insurance number

e Bank account details

e Taxinformation

e Attendance records

e Training and appraisal records

e Professionalregistrations and revalidation information
e Disciplinary and grievance information
e Occupational health information

e [T usage information

e Emergency contact details

Special Category Data
In certain circumstances we may process special category data, including:

e Health and occupational health information

e Disability information

e Equality monitoring data

e Information relating to criminal convictions or DBS checks where permitted by law

How We Collect Your Information
We collect personal information through:

e Job applications and recruitment processes
o Information provided directly by you

e Recruitment agencies

e References from previous employers

e Disclosure and Barring Service checks

e Occupational health providers

e Training providers
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Line managers and supervisors
Payroll and pension providers
IT systems and security monitoring

Why We Process Your Information

We process personal data for the following purposes:

Recruitment

Assessing suitability for employment

Arranging interviews

Carrying out pre-employment checks

Verifying qualifications and professional registrations

Employment Administration

Managing employment contracts

Paying salaries and pensions

Managing sickness absence and leave
Workforce planning

Performance management

Training and development

Health and safety obligations

Managing disciplinary or grievance matters

Legal and Regulatory Obligations

Compliance with employment law

NHS contractual and regulatory requirements
Safeguarding obligations

Equality monitoring

HMRC reporting requirements

Professional regulatory compliance

IT and Security

Maintaining the security of systems and premises
Monitoring IT usage in line with organisational policies
Preventing fraud and unauthorised access

Legal Basis for Processing

Under UK GDPR, the lawful bases we rely on include:
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Performance of a contract
Compliance with a legal obligation
Legitimate interests
Consent (where specifically required)
Employment and social protection law obligations

Reasons of substantial public interest

Who We Share Information With

We may share your information with:

Information will only be shared where necessary, lawful, and proportionate.

GP practices within New Forest PCN
NHS England

Integrated Care Boards (ICBs)
Payroll and pension providers
Occupational health providers
Disclosure and Barring Service
HMRC

Professional regulators

Training and education providers

IT service providers

External auditors or regulators

Law enforcement agencies where legally required

International Transfers

We do not routinely transfer personal information outside the United Kingdom. Where this
becomes necessary, appropriate safeguards will be implemented.

Data Security

We take appropriate technical and organisational measures to protect personal
information against unauthorised access, loss, destruction, or misuse.

Measures include:

Secure IT systems

Password protection and access controls
Confidentiality obligations for staff

Secure storage of paper and electronic records
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e Data protection training

How Long We Keep Information

We retain personal information in line with NHS Records Management Code of Practice
requirements and employment legislation.

Examples include:

e Recruitmentrecords for unsuccessful applicants are normally retained for up to 12
months

e Employee records are retained in accordance with NHS retention schedules

Information will be securely destroyed when no longer required.

Your Rights
Under UK data protection law, you have rights including:

e Theright to be informed

e Theright of access to your personal data

o Theright to rectification of inaccurate information
e Theright to erasure in certain circumstances

e Theright to restrict processing

e Theright to object to processing

e Theright to data portability where applicable

Some rights may be limited where legal or employment obligations apply.

Accessing Your Information

You may request access to the personal information we hold about you by submitting a
Subject Access Request.

Requests should be made in writing to your employing practice or the PCN management
team.

Complaints

If you have concerns about how your information is handled, please contact the PCN
management team or Data Protection Officer in the first instance.

You also have the right to complain to the Information Commissioner’s Office (ICO):

Website: www.ico.org.uk
Telephone: 03031231113
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Changes to This Privacy Notice

We may update this privacy notice from time to time to reflect changes in legislation,
guidance, or organisational practices.

The latest version will always be made available to staff and applicants.

Document Owner: New Forest PCN
Review Date: Annually
Version: 1.0



